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About	
  this	
  figureP!This	
  figure	
  was	
  developed	
  by	
  the	
  CCST	
  project!teamQ!Quantities	
  for	
  different	
  distances	
  
calculated	
  using	
  Inverse	
  Square	
  Law.	
  Assumes	
  distances	
  in	
  far-­‐field,	
  where	
  power	
  density	
  reduces	
  as	
  the	
  

square	
  of	
  the	
  distance	
  from	
  the	
  source.	
  Smart	
  meter	
  power	
  scaled	
  to	
  obtain	
  output	
  for	
  50%	
  duty	
  cycle.	
  The	
  
source	
  for	
  the	
  various	
  starting	
  measurements	
  came	
  from	
  Electric	
  Power	
  Research	
  Institute	
  (EPRI),	
  Radio-­‐

Frequency	
  Exposure	
  Levels	
  from	
  Smart	
  Meters:	
  A	
  Case	
  Study	
  of	
  One	
  Model	
  (February	
  2011)	
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THE	
  SCIENTIFIC	
  METHOD	
  
“Scientifically	
  established”,	
  “generally	
  accepted	
  scientific	
  knowledge”	
  and	
  other	
  such	
  references	
  
throughout	
  this	
  document	
  are	
  referencing	
  information	
  obtained	
  through	
  the	
  scientific	
  method.	
  A	
  
scientific	
  method	
  consists	
  of	
  the	
  collection	
  of	
  data	
  through	
  observation	
  and	
  experimentation,	
  and	
  the	
  
formulation	
  and	
  testing	
  of	
  hypotheses.	
  	
  These	
  steps	
  must	
  be	
  repeatable	
  in	
  order	
  to	
  predict	
  future	
  results.	
  	
  
Scientific	
  inquiry	
  is	
  generally	
  intended	
  to	
  be	
  as	
  objective	
  as	
  possible,	
  to	
  reduce	
  biased	
  interpretations	
  of	
  
results.	
  Another	
  basic	
  expectation	
  is	
  to	
  document,	
  archive	
  and	
  share	
  all	
  data	
  and	
  methodology	
  so	
  they	
  are	
  
available	
  for	
  careful	
  scrutiny	
  by	
  other	
  scientists,	
  giving	
  them	
  the	
  opportunity	
  to	
  verify	
  results	
  by	
  
attempting	
  to	
  reproduce	
  them.	
  This	
  practice,	
  called	
  full	
  disclosure,	
  also	
  allows	
  statistical	
  measures	
  of	
  
the	
  reliability	
  of	
  these	
  data	
  to	
  be	
  established.	
  
	
  
INTERPRETING	
  THE	
  SCIENTIFIC	
  LITERATURE	
  
In	
  our	
  review	
  of	
  the	
  relevant	
  scientific	
  evidence,	
  we	
  privileged	
  those	
  studies	
  that	
  had	
  as	
  many	
  of	
  the	
  
following	
  indicia	
  of	
  scientific	
  reliability	
  as	
  possible:	
  (1)	
  Empirical	
  testing;	
  (2)	
  Peer	
  review	
  and	
  publication;	
  
(3)	
  The	
  use	
  of	
  accepted	
  standards	
  and	
  controls;	
  (4)	
  Degree	
  to	
  which	
  the	
  finding	
  is	
  generally	
  accepted	
  by	
  a	
  
relevant	
  scientific	
  community.	
  	
  These	
  criteria	
  of	
  scientific	
  reliability	
  are	
  broadly	
  based	
  on	
  the	
  standards	
  of	
  
expert	
  testimony	
  and	
  evidence	
  in	
  the	
  US	
  Federal	
  Courts.	
  
	
  

!
Health	
  concerns	
  surrounding	
  RF	
  from	
  smart	
  meters	
  are	
  similar	
  to	
  those	
  from	
  many	
  other	
  
devices	
  that	
  we	
  use	
  in	
  our	
  daily	
  lives,	
  including	
  cordless	
  and	
  cellular	
  telephones,	
  microwave	
  
ovens,	
  wireless	
  routers,	
  hair	
  dryers,	
  and	
  wireless-­‐enabled	
  laptop	
  computers.	
  	
  As	
  detailed	
  in	
  the	
  
report,	
  a	
  comparison	
  of	
  electromagnetic	
  frequencies	
  from	
  smart	
  meters	
  and	
  other	
  devices	
  
shows	
  that	
  the	
  exposure	
  level	
  is	
  very	
  low.	
  	
  
!
#$%&'%(')"*+",(**+"*("-.($%/&$0"/&",123/4"5.%3$6"
In	
  this	
  report,	
  scientific	
  evidence	
  is	
  the	
  primary	
  consideration.	
  Upon	
  consulting	
  with	
  the	
  
California	
  Department	
  of	
  Public	
  Health,	
  it	
  is	
  noted	
  that	
  using	
  scientific	
  evidence	
  to	
  shape	
  public	
  
policy	
  is	
  always	
  challenging.	
  The	
  standards	
  for	
  declaring	
  certainty	
  within	
  a	
  scientific	
  discipline,	
  
which	
  are	
  based	
  on	
  the	
  results	
  of	
  statistical	
  testing,	
  may	
  be	
  unrealistic	
  or	
  inappropriate	
  for	
  
making	
  public	
  policy	
  decisions,	
  particularly	
  those	
  with	
  potential	
  impacts	
  on	
  population	
  health.	
  
Statistical	
  tests	
  usually	
  rely	
  on	
  the	
  convention	
  of	
  whether	
  the	
  results	
  of	
  a	
  given	
  study	
  are	
  
sufficient	
  to	
  reject	
  the	
  null	
  hypothesis	
  of	
  no	
  effect	
  (i.e.,	
  of	
  a	
  given	
  exposure).	
  	
  This	
  is	
  effectively	
  
a	
  standard	
  of	
  95%	
  certainty,	
  analogous	
  to	
  the	
  legal	
  standard	
  of	
  proof	
  “beyond	
  a	
  reasonable	
  
doubt.”	
  
	
  
In	
  public	
  health,	
  five	
  factors	
  are	
  generally	
  considered	
  when	
  reviewing	
  scientific	
  evidence	
  for	
  
policy	
  decisions	
  related	
  to	
  specified	
  exposures:	
  	
  

+/ Severity	
  of	
  potential	
  effect(s):	
  e.g.,	
  cancer	
  or	
  serious	
  birth	
  defects	
  would	
  be	
  considered	
  
more	
  severe	
  than	
  skin	
  irritation;	
  

,/ Number	
  of	
  people	
  with	
  potential	
  exposure;	
  	
  	
  
-/ Levels	
  of	
  likely	
  and	
  possible	
  exposures;	
  	
  
./ Degree	
  of	
  certainty	
  of	
  the	
  specific	
  effect(s)	
  at	
  different	
  exposure	
  levels;	
  certainty	
  just	
  

above	
  50%	
  might	
  be	
  characterized	
  as	
  “more	
  likely	
  than	
  not.”	
  	
  	
  	
  
*/ Cost	
  to	
  mitigate	
  potential	
  effect(s),	
  typically	
  considered	
  in	
  light	
  of	
  the	
  other	
  factors.	
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Policy	
  makers	
  constantly	
  weigh	
  these	
  factors	
  consciously	
  or	
  unconsciously	
  as	
  they	
  interact	
  with	
  
stakeholders	
  to	
  craft	
  good	
  public	
  policy.	
  	
  In	
  one	
  situation,	
  they	
  might	
  consider	
  high-­‐cost	
  
mitigations	
  for	
  high-­‐severity	
  effects	
  with	
  high-­‐certainty	
  evidence.	
  	
  In	
  another	
  situation	
  with	
  
high-­‐severity	
  effects	
  and	
  “more	
  likely	
  than	
  not”	
  certainty	
  of	
  those	
  effects,	
  they	
  might	
  choose	
  
low-­‐cost	
  mitigations.	
  	
  This	
  report	
  did	
  not	
  extend	
  beyond	
  the	
  scientific	
  evidence	
  realm	
  with	
  
which	
  we	
  were	
  charged	
  leaving	
  those	
  issues	
  to	
  the	
  policy	
  makers	
  to	
  whom	
  this	
  report	
  has	
  been	
  
delivered.	
  
	
  
!
'?4;!4=7!.>4=;!,7;7=<V!
	
  
Smart	
  meters	
  measure	
  attributes	
  of	
  electricity,	
  natural	
  gas,	
  or	
  water	
  as	
  delivered	
  to	
  consumers	
  
and	
  transmit	
  that	
  information	
  (e.g.,	
  usage)	
  digitally	
  to	
  utility	
  companies.	
  	
  Some	
  smart	
  meters	
  
are	
  also	
  designed	
  to	
  transmit	
  real-­‐time	
  information	
  to	
  the	
  consumer.	
  	
  These	
  smart	
  meters	
  
replace	
  traditional,	
  analog	
  meters	
  and	
  meter	
  readers	
  with	
  an	
  automated	
  process	
  that	
  is	
  
expected	
  to	
  reduce	
  operating	
  costs	
  for	
  utilities,	
  and	
  potentially,	
  costs	
  for	
  customers	
  (see	
  Figure	
  
2).	
  Each	
  of	
  California’s	
  major	
  electricity	
  utilities	
  has	
  begun	
  deploying	
  smart	
  meter	
  
infrastructure.	
  
	
  
	
   	
   	
   a.	
  Analog	
  Meter	
   	
  	
  	
  	
   	
  	
  	
  	
  	
  	
  	
  	
  b.	
  Digital	
  Meter	
  

	
  	
  	
  	
  	
  	
  	
  	
  	
  	
   	
  
DCHF=7!NQ!4O!":!4:468HR!A8:K7:;C8:46!>7;7=!4:B!4!L5O!BCHC;46!<>4=;!>7;7=!(Source:	
  PG&E)	
  

	
  
There	
  are	
  many	
  kinds	
  of	
  smart	
  meters	
  manufactured	
  by	
  a	
  variety	
  of	
  companies.	
  The	
  meter,	
  
including	
  sensors	
  and	
  the	
  housing	
  or	
  casing,	
  may	
  be	
  manufactured	
  by	
  one	
  company	
  while	
  the	
  
communications	
  device	
  (installed	
  within	
  the	
  meter)	
  is	
  manufactured	
  by	
  another.	
  	
  Depending	
  
upon	
  the	
  internal	
  communications	
  device	
  employed,	
  meters	
  are	
  configured	
  to	
  operate	
  in	
  a	
  
wired	
  or	
  in	
  wireless	
  environment.	
  The	
  smart	
  meters	
  used	
  by	
  PG&E	
  are	
  made	
  by	
  General	
  Electric	
  
and	
  Landis	
  +	
  Gyr	
  and	
  use	
  a	
  wireless	
  communications	
  technology	
  from	
  Silver	
  Spring	
  Networks.	
  	
  
Each	
  of	
  these	
  PG&E	
  meters	
  has	
  two	
  transmitters	
  to	
  provide	
  two	
  different	
  communications	
  of	
  
data	
  from	
  these	
  meters.3	
  	
  The	
  first	
  provides	
  for	
  the	
  “automatic	
  meter	
  reading”	
  (AMR)	
  function	
  
of	
  the	
  meter	
  (and	
  for	
  more	
  detailed	
  and	
  real	
  time	
  monitoring	
  of	
  the	
  characteristics	
  of	
  the	
  

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!
3	
  Tell,	
  R.	
  (2008)	
  “Supplemental	
  Report	
  on	
  An	
  Analysis	
  of	
  Radiofrequency	
  Fields	
  Associated	
  with	
  Operation	
  of	
  the	
  
PG&E	
  Smart	
  Meter	
  Program	
  Upgrade	
  System,”	
  Prepared	
  for	
  Pacific	
  Gas	
  &	
  Electric	
  Company,	
  Richard	
  Tell	
  
Associates,	
  Inc.,	
  October	
  27.	
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grid	
  is	
  fully	
  functional	
  the	
  smart	
  meters	
  would	
  be	
  expected	
  to	
  be	
  transmitting	
  much	
  more	
  than	
  
once	
  every	
  four	
  hours,	
  providing	
  data	
  in	
  near	
  real-­‐time,	
  which	
  will	
  result	
  in	
  a	
  much	
  higher	
  duty	
  
cycle.	
  	
  For	
  purposes	
  of	
  this	
  report	
  we	
  include	
  a	
  hypothetical	
  scenario	
  where	
  the	
  smart	
  meter	
  is	
  
transmitting	
  50	
  percent	
  of	
  the	
  time	
  (i.e.,	
  transmitting	
  half	
  the	
  time	
  and	
  receiving	
  half	
  the	
  time).	
  	
  
Even	
  in	
  this	
  50%	
  duty	
  cycle	
  situation	
  the	
  power	
  output	
  would	
  be	
  well	
  below	
  the	
  FCC	
  limits.	
  	
  
	
  
Smart	
  meters	
  are	
  designed	
  to	
  transmit	
  data	
  to	
  a	
  utility	
  access	
  point	
  that	
  is	
  usually	
  25	
  feet	
  above	
  
ground,	
  on	
  utility	
  or	
  light	
  poles.	
  	
  These	
  access	
  points	
  are	
  designed	
  to	
  transmit	
  data	
  from	
  up	
  to	
  
5,000	
  smart	
  meters	
  to	
  the	
  utility	
  company.	
  	
  Access	
  points	
  have	
  a	
  similar	
  AMR	
  transmitter	
  as	
  
smart	
  meters,	
  as	
  well	
  as	
  an	
  additional	
  AirCard,	
  which	
  communicates	
  with	
  utilities	
  and	
  is	
  similar	
  
to	
  wireless	
  cards	
  used	
  in	
  laptop	
  computers.	
  	
  AirCards	
  typically	
  operate	
  at	
  0.25-­‐1	
  W,	
  in	
  the	
  800-­‐
900	
  MHz	
  or	
  1.9	
  GHz	
  range.	
  	
  	
  
	
  
In	
  some	
  cases,	
  data	
  is	
  moved	
  through	
  the	
  mesh	
  network,	
  relaying	
  the	
  data	
  through	
  other	
  
meters	
  to	
  the	
  utility	
  access	
  point.	
  	
  This	
  may	
  occur	
  when	
  the	
  topography	
  or	
  built	
  environment	
  
interferes	
  with	
  the	
  transmission	
  of	
  data	
  from	
  a	
  smart	
  meter	
  to	
  the	
  access	
  point.	
  	
  In	
  these	
  cases,	
  
the	
  relaying	
  of	
  data	
  may	
  occur	
  between	
  one	
  smart	
  meter	
  and	
  another	
  before	
  the	
  signal	
  is	
  sent	
  
to	
  the	
  utility	
  access	
  point	
  (e.g.,	
  hops	
  along	
  a	
  set	
  of	
  meters).	
  	
  Additionally,	
  some	
  non-­‐meter	
  data	
  
relays	
  will	
  also	
  exist	
  in	
  the	
  system	
  to	
  connect	
  some	
  smart	
  meters	
  to	
  utility	
  access	
  points.	
  	
  
	
  
Many	
  smart	
  meters,	
  including	
  those	
  from	
  PG&E,	
  also	
  have	
  a	
  second	
  transmitter	
  that,	
  at	
  some	
  
future	
  point	
  in	
  time,	
  will	
  allow	
  customers	
  to	
  enable	
  a	
  home	
  access	
  network	
  (HAN).	
  	
  The	
  HAN	
  will	
  
allow	
  increased	
  consumer	
  monitoring	
  of	
  electricity	
  use	
  and	
  communication	
  among	
  appliances	
  
and	
  the	
  future	
  smart	
  grid.	
  	
  This	
  functionality	
  is	
  important	
  to	
  achieve	
  the	
  full	
  potential	
  of	
  the	
  
smart	
  grid.	
  	
  This	
  second	
  internal	
  transmitter,	
  for	
  delivery	
  of	
  smart	
  meter	
  data	
  to	
  the	
  consumer,	
  
reportedly	
  will	
  operate	
  at	
  a	
  rated	
  power	
  of	
  0.223W,	
  at	
  frequency	
  of	
  about	
  2.4	
  GHz	
  (again,	
  
similar	
  to	
  that	
  of	
  cell	
  phones	
  and	
  wireless	
  phones).	
  	
  The	
  actual	
  duty	
  cycle	
  of	
  this	
  transmitter	
  will	
  
depend	
  on	
  the	
  design	
  and	
  operation	
  of	
  the	
  home	
  area	
  network.	
  	
  
	
  
!
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It	
  is	
  anticipated,	
  when	
  fully	
  operational,	
  that	
  smart	
  electricity	
  meters	
  are	
  a	
  key	
  enabling	
  
technology	
  for	
  a	
  “smart	
  grid”	
  that	
  is	
  expected	
  to	
  become	
  increasingly	
  clean,	
  efficient,	
  reliable,	
  
and	
  safe	
  (see	
  Figure	
  3)	
  at	
  a	
  potential	
  lower	
  cost	
  to	
  the	
  consumer.	
  (Digital	
  meters	
  are	
  also	
  being	
  
used	
  for	
  reading	
  of	
  natural	
  gas	
  and	
  water	
  consumption).	
  Smart	
  electrical	
  meters	
  allow	
  direct	
  
two-­‐way	
  communication	
  between	
  utilities	
  and	
  customers,	
  which	
  is	
  expected	
  to	
  help	
  end	
  users	
  
adjust	
  their	
  demand	
  to	
  price	
  changes	
  that	
  reflect	
  the	
  condition	
  of	
  the	
  electricity	
  grid.	
  These	
  end	
  
user	
  adjustments	
  can	
  help	
  to	
  protect	
  the	
  overall	
  reliability	
  of	
  the	
  electricity	
  grid,	
  cut	
  costs	
  for	
  
utility	
  customers,	
  and	
  improve	
  the	
  operation	
  and	
  efficiency	
  of	
  the	
  electricity	
  grid.	
  The	
  smart	
  
grid	
  will	
  enable	
  grid	
  operators	
  to	
  better	
  balance	
  electricity	
  supply	
  and	
  demand	
  in	
  real-­‐time,	
  
which	
  becomes	
  increasingly	
  important	
  as	
  more	
  intermittent	
  wind	
  and	
  solar	
  generation	
  
resources	
  are	
  added	
  to	
  the	
  grid.	
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Human	
  health	
  impacts	
  from	
  exposure	
  to	
  electromagnetic	
  frequency	
  (EMF)	
  emissions	
  vary	
  
depending	
  on	
  the	
  frequency	
  and	
  power	
  of	
  the	
  fields.	
  	
  Smart	
  meters	
  operate	
  at	
  low	
  power	
  and	
  
in	
  the	
  RF	
  portion	
  of	
  the	
  electromagnetic	
  spectrum.	
  	
  At	
  these	
  levels,	
  RF	
  emissions	
  from	
  smart	
  
meters	
  are	
  unlikely	
  to	
  produce	
  thermal	
  effects;	
  however	
  it	
  is	
  not	
  scientifically	
  confirmed	
  
whether	
  or	
  what	
  the	
  non-­‐thermal	
  effects	
  on	
  living	
  organisms,	
  and	
  potentially,	
  human	
  health	
  
might	
  be.	
  	
  These	
  same	
  concerns	
  over	
  potential	
  impacts	
  should	
  apply	
  to	
  all	
  other	
  electronic	
  
devices	
  that	
  operate	
  with	
  similar	
  frequency	
  and	
  power	
  levels,	
  including	
  cell	
  phones,	
  computers,	
  
cordless	
  phones,	
  televisions,	
  and	
  wireless	
  routers.	
  	
  Any	
  difference	
  in	
  health	
  impacts	
  from	
  these	
  
devices	
  is	
  likely	
  to	
  be	
  a	
  result	
  of	
  differences	
  in	
  usage	
  patterns	
  among	
  them.	
  	
  	
  
	
  
76.(8%3"9++.4$)!
Electromagnetic	
  waves	
  carry	
  energy,	
  and	
  EMF	
  absorbed	
  by	
  the	
  body	
  can	
  increase	
  the	
  
temperature	
  of	
  human	
  tissue.	
  	
  The	
  scientific	
  consensus	
  is	
  that	
  body	
  temperatures	
  must	
  
increase	
  at	
  least	
  1oC	
  to	
  lead	
  to	
  potential	
  biological	
  impacts	
  from	
  the	
  heat.	
  	
  The	
  only	
  scientifically	
  
verified	
  effect	
  that	
  has	
  been	
  shown	
  to	
  occur	
  in	
  the	
  power	
  and	
  frequency	
  range	
  that	
  smart	
  
meters	
  are	
  designed	
  to	
  occupy	
  is	
  a	
  disruption	
  in	
  animal	
  feeding	
  behavior	
  at	
  energy	
  exposure	
  
levels	
  of	
  4	
  W/kg	
  and	
  with	
  an	
  accompanying	
  increase	
  in	
  body	
  temperature	
  of	
  1oC	
  or	
  more.8	
  	
  The	
  
exposure	
  levels	
  from	
  smart	
  meters	
  even	
  at	
  close	
  range	
  are	
  far	
  below	
  this	
  threshold.	
  	
  The	
  FCC	
  
has	
  set	
  limits	
  on	
  power	
  densities	
  from	
  electronic	
  devices	
  that	
  are	
  well	
  below	
  the	
  level	
  where	
  
demonstrated	
  biological	
  impacts	
  occur,	
  and	
  the	
  limits	
  are	
  tens	
  or	
  hundreds	
  of	
  times	
  higher	
  than	
  
likely	
  exposure	
  from	
  smart	
  meters.9	
  	
  
	
  
:*&;$6.(8%3"9++.4$)"
There	
  are	
  emerging	
  questions	
  in	
  the	
  medical	
  and	
  biological	
  fields	
  about	
  potential	
  harmful	
  
effects	
  caused	
  by	
  non-­‐thermal	
  mechanisms	
  of	
  absorbed	
  RF	
  emissions.	
  	
  Complaints	
  of	
  health	
  
impacts	
  from	
  “electromagnetic	
  stress”	
  have	
  been	
  reported,	
  with	
  symptoms	
  including	
  fatigue,	
  
headache,	
  and	
  irritability.	
  	
  Some	
  studies	
  have	
  suggested	
  that	
  RF	
  absorption	
  from	
  mobile	
  
phones	
  may	
  disrupt	
  communication	
  between	
  human	
  cells,	
  which	
  may	
  lead	
  to	
  other	
  negatives	
  
impacts	
  on	
  human	
  biology.10,11	
  While	
  concerns	
  of	
  brain	
  cancer	
  associated	
  with	
  mobile	
  phone	
  
usage	
  persist,	
  there	
  is	
  currently	
  no	
  definitive	
  evidence	
  linking	
  cell	
  phone	
  usage	
  with	
  increased	
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Mobile	
  phone	
   900	
  MHz,	
  1800	
  MHz	
   1—5	
   At	
  ear	
   During	
  call	
   Highly	
  localized	
  
Mobile	
  phone	
  base	
  
station	
  

900	
  MHz,	
  1800	
  MHz	
   0.000005—0.002	
   10s	
  to	
  a	
  few	
  
thousand	
  feet	
  

Constant	
   Relatively	
  uniform	
  

Microwave	
  oven	
   2450	
  MHz	
   ~50.05-­‐0.2	
   2	
  inches2	
  feet	
   During	
  use	
   Localized,	
  non-­‐
uniform	
  

Local	
  area	
  networks	
   2.4—5	
  GHz	
   0.0002—0.001	
  
0.000005—0.0002	
  	
  

3	
  feet	
   Constant	
  when	
  
nearby	
  

Localized,	
  non-­‐
uniform	
  

Radio/TV	
  broadcast	
   Wide	
  spectrum	
   0.001	
  (highest	
  1%	
  of	
  
population)	
  	
  

0.000005	
  (50%	
  of	
  
population)	
  

Far	
  from	
  source	
  (in	
  
most	
  cases)	
  

Constant	
   Relatively	
  uniform	
  

Smart	
  meter	
   900	
  MHz,	
  2400	
  MHz	
   0.0001	
  (250	
  mW,	
  1%	
  
duty	
  cycle)	
  	
  

0.002	
  (1	
  W,	
  5%	
  duty	
  
cycle)	
  	
  

0.000009	
  (250	
  mW,	
  
1%	
  duty	
  cycle)	
  	
  
0.0002	
  (1	
  W,	
  5%	
  

duty	
  cycle)	
  

3	
  feet	
  
	
  

	
  
	
  
	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  10	
  feet	
  

When	
  in	
  proximity	
  
during	
  transmission	
  

Localized,	
  non-­‐
uniform	
  

!
Source:	
  	
  Electric	
  Power	
  Research	
  Institute	
  (EPRI),	
  Radio-­‐Frequency	
  Exposure	
  Levels	
  from	
  Smart	
  Meters:	
  A	
  Case	
  Study	
  of	
  One	
  
Model	
  (February	
  2011)	
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Duty	
  cycle	
  refers	
  to	
  the	
  fraction	
  of	
  time	
  a	
  device	
  is	
  transmitting.	
  	
  For	
  instance,	
  a	
  duty	
  cycle	
  of	
  1%	
  means	
  the	
  device	
  
transmits	
  RF	
  energy	
  1%	
  of	
  a	
  given	
  time	
  period.	
  	
  One	
  percent	
  of	
  the	
  time	
  in	
  a	
  day	
  is	
  equivalent	
  to	
  14.4	
  minutes	
  per	
  
day.	
  	
  The	
  duty	
  cycle,	
  or	
  signal	
  duration	
  is	
  an	
  often-­‐overlooked	
  factor	
  when	
  comparing	
  exposures	
  from	
  different	
  
kinds	
  of	
  devices	
  (e.g.,	
  mobile	
  phones,	
  Wi-­‐Fi	
  routers,	
  smart	
  meters,	
  microwave	
  ovens,	
  FM	
  radio/TV	
  broadcast	
  
signals).	
  
	
  
Duty	
  cycles	
  of	
  various	
  devices	
  vary	
  considerably.	
  	
  The	
  duty	
  cycle	
  of	
  AM/FM	
  radio/TV	
  broadcasts,	
  are	
  100%;	
  in	
  other	
  
words,	
  they	
  are	
  transmitting	
  continuously.	
  	
  	
  Mobile	
  phones	
  usage	
  varies	
  widely	
  from	
  user	
  to	
  user,	
  of	
  course.	
  	
  
However,	
  the	
  national	
  average	
  use	
  is	
  about	
  450	
  minutes	
  per	
  month.	
  	
  This	
  usage	
  equates	
  to	
  a	
  1%	
  duty	
  cycle	
  for	
  the	
  
“average”	
  user.	
  	
  	
  
	
  
From	
  information	
  that	
  CCST	
  was	
  able	
  to	
  obtain	
  we	
  understand	
  that	
  the	
  smart	
  meter	
  transmitter	
  being	
  used	
  by	
  
PG&E	
  operates	
  with	
  a	
  maximum	
  power	
  output	
  of	
  1	
  W	
  (watt)	
  and	
  within	
  the	
  902-­‐928	
  MHz	
  (mega-­‐hertz)	
  frequency	
  
band.	
  	
  Each	
  smart	
  meter	
  is	
  part	
  of	
  a	
  broader	
  “mesh”	
  network	
  and	
  may	
  act	
  as	
  a	
  relay	
  between	
  other	
  smart	
  meters	
  
and	
  utility	
  access	
  points.	
  	
  The	
  transmitter	
  at	
  each	
  smart	
  meter	
  will	
  be	
  idle	
  some	
  of	
  the	
  time,	
  with	
  the	
  percent	
  of	
  
time	
  idle	
  (not	
  transmitting)	
  depending	
  on	
  the	
  amount	
  and	
  schedule	
  of	
  data	
  transmissions	
  made	
  from	
  each	
  meter,	
  
the	
  relaying	
  of	
  data	
  from	
  other	
  meters	
  that	
  an	
  individual	
  meter	
  does,	
  and	
  the	
  networking	
  protocol	
  (algorithm)	
  that	
  
manages	
  control	
  and	
  use	
  of	
  the	
  communications	
  paths	
  in	
  the	
  mesh	
  network.	
  
	
  
Theoretically	
  the	
  transmit	
  time	
  could	
  increase	
  substantially	
  beyond	
  today’s	
  actual	
  operation	
  level	
  if	
  new	
  
applications	
  and	
  functionality	
  are	
  added	
  to	
  the	
  meter’s	
  communication	
  module	
  in	
  the	
  future.	
  For	
  a	
  hypothetical	
  
illustration	
  (i.e.,	
  the	
  meter	
  transmits	
  half	
  the	
  time	
  and	
  receives	
  half	
  the	
  time),	
  an	
  upper	
  end	
  duty	
  cycle	
  would	
  be	
  
50%,.	
  The	
  table	
  below	
  compares	
  the	
  effect	
  of	
  different	
  duty	
  cycles	
  against	
  the	
  FCC	
  guidelines	
  for	
  human	
  exposure	
  
limits.	
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5%	
  Duty	
  Cycle	
   50%	
  Duty	
  Cycle	
  
72	
  minutes/day	
   12	
  hours/day	
  

3%	
  of	
  FCC	
  limit	
   30%	
  of	
  FCC	
  limit	
  
Source	
  data	
  on	
  operating	
  duty	
  cycles	
  (i.e.,	
  first	
  column)	
  from	
  Electric	
  Power	
  Research	
  Institute	
  (EPRI)	
  actual	
  field	
  testing	
  of	
  smart	
  meters,	
  as	
  
reported	
  in	
  Radio-­‐Frequency	
  Exposure	
  Levels	
  from	
  Smart	
  Meters:	
  A	
  Case	
  Study	
  of	
  One	
  Model,	
  February	
  2011.	
  Second	
  column	
  hypothetical	
  
maximum	
  case	
  derived	
  through	
  extrapolation	
  of	
  first	
  column	
  data.	
  Both	
  exposure	
  levels	
  at	
  1-­‐foot	
  distance.	
  
	
  
In	
  summary,	
  the	
  duty	
  cycles	
  of	
  smart	
  meters	
  in	
  typical	
  meter-­‐read	
  operation	
  and	
  added	
  maximum-­‐case	
  repeater	
  
operation	
  result	
  in	
  exposures	
  that	
  are	
  3%	
  of	
  the	
  FCC	
  exposure	
  guidelines.	
  	
  Even	
  in	
  a	
  hypothetical	
  extreme	
  and	
  
unusual	
  case	
  of	
  half-­‐transmit	
  and	
  half-­‐receive	
  scenario	
  the	
  maximum	
  exposure	
  would	
  be	
  about	
  30%	
  of	
  the	
  FCC	
  
limit,	
  which	
  provides	
  a	
  wide	
  safety	
  margin	
  from	
  known	
  thermal	
  effects	
  of	
  RF	
  emissions.	
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meters	
  would	
  not	
  address	
  the	
  significantly	
  greater	
  challenge	
  presented	
  by	
  the	
  billions	
  of	
  mobile	
  
phones	
  in	
  use	
  globally.	
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1.	
  	
  Signal	
  Frequency	
   Compare	
  to	
  devices	
  in	
  the	
  	
  

900	
  MHz	
  band	
  and	
  2.4	
  GHz	
  band	
  
Frequency	
  similar	
  to	
  mobile	
  
phones,	
  Wi-­‐Fi,	
  laptop	
  computers,	
  
walkie-­‐talkies,	
  baby	
  monitors,	
  
microwave	
  ovens	
  

2.	
  	
  Signal	
  Strength	
  	
  
(or	
  Power	
  Density)	
  

Microwatts/square	
  centimeter	
  
(µW/cm2)	
  

Meter	
  signal	
  strength	
  very	
  small	
  
compared	
  to	
  other	
  devices	
  listed	
  
above	
  

3.	
  	
  Distance	
  from	
  Signal	
   Signal	
  strength	
  drops	
  rapidly	
  
(doubling	
  distance	
  cuts	
  power	
  
density	
  by	
  four)	
  

Example:	
  
1	
  ft.	
  	
  –	
  8.8	
  µW/cm2	
  
3	
  ft.	
  	
  –	
  1.0	
  µW/cm2	
  
10	
  ft.	
  –	
  0.1	
  µW/cm2	
  

4.	
  	
  Signal	
  Duration	
   -­‐	
  Extremely	
  short	
  amount	
  of	
  time	
  
(2.0-­‐5.0%,	
  max.)	
  	
  

-­‐	
  No	
  RF	
  signal	
  95-­‐98%	
  of	
  the	
  time	
  
(over	
  23	
  hours/day)	
  

-­‐	
  Often	
  overlooked	
  factor	
  when	
  
comparing	
  devices.	
  

-­‐	
  Short	
  duration	
  combined	
  with	
  
weak	
  signal	
  strength	
  yields	
  tiny	
  
exposures	
  

5.	
  	
  Thermal	
  Effects	
   -­‐	
  Scientific	
  consensus	
  on	
  proven	
  
effects	
  from	
  heat	
  at	
  high	
  RF	
  levels	
  

-­‐	
  FCC	
  “margin-­‐of-­‐safety”	
  limits	
  50	
  
times	
  lower	
  than	
  hazardous	
  
exposure	
  level	
  

-­‐	
  Typical	
  meter	
  operates	
  at	
  70	
  
times	
  less	
  than	
  FCC	
  limit	
  and	
  
3,500	
  times	
  less	
  than	
  the	
  
demonstrated	
  hazard	
  level	
  

6.	
  	
  Non-­‐thermal	
  Effects	
   -­‐	
  Inconclusive	
  research	
  to	
  date	
  
-­‐	
  No	
  established	
  cause-­‐and-­‐effect	
  
pointing	
  to	
  negative	
  health	
  
impacts	
  

Continuing	
  research	
  needed	
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Peer	
  Review:	
  	
  After	
  the	
  draft	
  report	
  was	
  vetted	
  in	
  great	
  detail	
  by	
  the	
  Smart	
  Meter	
  Project	
  
Team,	
  it	
  was	
  forwarded	
  to	
  the	
  CCST	
  Board	
  and	
  Council	
  for	
  peer	
  review.	
  	
  	
  
	
  
Public	
  Comment:	
  Comments	
  on	
  the	
  January	
  2011	
  draft	
  of	
  this	
  report	
  were	
  solicited	
  from	
  
the	
  public.	
  The	
  report	
  was	
  posted	
  to	
  the	
  CCST	
  website	
  to	
  allow	
  the	
  general	
  public	
  to	
  
easily	
  comment.	
  Many	
  very	
  thoughtful	
  and	
  informed	
  comments	
  were	
  received.	
  	
  All	
  
public	
  comments	
  were	
  reviewed	
  and	
  taken	
  into	
  consideration	
  as	
  this	
  final	
  report	
  was	
  
completed.	
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  School	
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  He	
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  School	
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  Research.	
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  Fellow	
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  at	
  CITRIS	
  include	
  the	
  Residential	
  Load	
  Monitoring	
  Project	
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  received	
  
his	
  B.S.	
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  University	
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  of	
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  Institute	
  of	
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Dean	
  of	
  Engineering	
  and	
  Computer	
  Science,	
  California	
  State	
  University,	
  Sacramento	
  and	
  
Director	
  of	
  the	
  California	
  Smart	
  Grid	
  Center	
  

Prior	
  to	
  his	
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  as	
  dean	
  at	
  CSU	
  Sacramento,	
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  dean	
  of	
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  Professor	
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  fellow	
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  Macari	
  holds	
  
both	
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  doctorate	
  and	
  a	
  master’s	
  degree	
  in	
  civil	
  engineering	
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  from	
  
the	
  University	
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  degree	
  in	
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  energy	
  areas.	
  His	
  previous	
  positions	
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  President	
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  Solutions	
  Sector,	
  SAIC;	
  Senior	
  Vice	
  
President	
  and	
  General	
  Manager	
  of	
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Editor,	
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Epidemiology	
  July	
  2008	
  -­‐	
  Volume	
  19	
  -­‐	
  Issue	
  4	
  -­‐	
  pp	
  523-­‐529	
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• Non-­‐Thermal	
  Effects	
  and	
  Mechanisms	
  of	
  Interaction	
  between	
  Electromagnetic	
  

Fields	
  and	
  Living	
  Matter	
  	
  	
  
(2010)	
  

D7B7=46!#8>>F:CA4;C8:<!#8>>C<<C8:	
  
• Radio	
  Frequency	
  Safety	
  FAQ's	
  
• RF	
  Safety	
  Page	
  
• Statement	
  Provided	
  by	
  Robert	
  Weller	
  Regarding	
  FCC	
  Regulations	
  	
  

Robert	
  D.	
  Weller,	
  Chief,	
  Technical	
  Analysis	
  Branch,	
  Office	
  of	
  Engineering	
  and	
  
Technology,	
  Federal	
  Communications	
  Commission	
  (February	
  3,	
  2011)	
  

• Federal	
  Communications	
  Commission	
  Response	
  to	
  Cindy	
  Sage	
  	
  
(August	
  6,	
  2010)	
  

• FCC	
  Certifications	
  
o FCC	
  Certification	
  for	
  the	
  Silver	
  Spring	
  Networks	
  Devices	
  -­‐	
  September	
  28,	
  

2009	
  
o FCC	
  Certification	
  for	
  the	
  Silver	
  Spring	
  Networks	
  Devices	
  -­‐	
  September	
  28,	
  

2009	
  
o FCC	
  Certification	
  for	
  the	
  Silver	
  Spring	
  Networks	
  Devices	
  -­‐	
  September	
  4,	
  

2007	
  
o FCC	
  Certification	
  for	
  the	
  Silver	
  Spring	
  Networks	
  Devices	
  -­‐	
  July	
  6,	
  2007	
  

• Questions	
  and	
  Answers	
  about	
  Biological	
  Effects	
  and	
  Potential	
  Hazards	
  of	
  
Radiofrequency	
  Electromagnetic	
  Fields	
  	
  	
  
Federal	
  Communications	
  Commission	
  Office	
  of	
  Engineering	
  &	
  Technology	
  (August	
  
1999)	
  

• Evaluating	
  Compliance	
  with	
  FCC	
  Guidelines	
  for	
  Human	
  Exposure	
  to	
  
Radiofrequency	
  Electromagnetic	
  Fields	
  	
  
Federal	
  Communications	
  Commission	
  Office	
  of	
  Engineering	
  &	
  Technology	
  (August	
  
1997)	
  

D88B!4:B!*=FH!"B>C:C<;=4;C8:	
  
• No	
  Evidence	
  Linking	
  Cell	
  Phone	
  Use	
  to	
  Risk	
  of	
  Brain	
  Tumors	
  	
  

U.S.	
  Food	
  and	
  Drug	
  Administration	
  (May	
  2010)	
  

3746;?!/=8;7A;C8:!"H7:AG	
  
• Wi-­‐Fi	
  	
  	
  

Health	
  Protection	
  Agency	
  (Last	
  reviewed:	
  October	
  26,	
  2009)	
  
• Cordless	
  Telephones	
  -­‐	
  Digital	
  Enhanced	
  Cordless	
  Telecommunications	
  (DECT)	
  and	
  

other	
  Cordless	
  Phones	
  	
  
Health	
  Protection	
  Agency	
  (Last	
  reviewed:	
  September	
  4,	
  2008)	
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• www.icnirp.de	
  International	
  Commission	
  on	
  Non-­‐Ionizing	
  Radiation	
  Protection	
  

(ICNIRP)	
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Richard	
  A.	
  Tell,	
  Richard	
  Tell	
  Associates,	
  Inc.	
  (2005	
  Report	
  and	
  2008	
  Supplemental	
  
Report)	
  

• Analysis	
  of	
  RF	
  Fields	
  Associated	
  with	
  Operation	
  of	
  PG&E	
  Automatic	
  Meter	
  
Reading	
  Systems	
  	
  
Richard	
  A.	
  Tell,	
  Richard	
  Tell	
  Associates,	
  Inc.	
  and	
  J.	
  Michael	
  Silva,	
  P.E.	
  Enertech	
  
Consultants	
  (April	
  5,	
  2005)	
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• Risk	
  Governance	
  for	
  Mobile	
  Phones,	
  Power	
  Lines	
  and	
  Other	
  EMF	
  Technologies	
  	
  	
  

Society	
  for	
  Risk	
  Analysis	
  (2010)	
  

.J7BC<?!.;4;7!14BC4;C8:!/=8;7A;C8:!"F;?8=C;G!L..2O	
  
• The	
  Nordic	
  Radiation	
  Safety	
  Authorities	
  See	
  no	
  Need	
  to	
  Reduce	
  Public	
  Exposure	
  

Generated	
  by	
  Mobile	
  Bas	
  Stations	
  and	
  Wireless	
  Networks	
  	
  
Swedish	
  State	
  Radiation	
  Protection	
  Authority	
  (SSI)	
  (2009)	
  

\:CK7=<C;G!89!&;;4J4	
  
• Wireless	
  Communication	
  and	
  Health	
  -­‐	
  Electromagnetic	
  Energy	
  and	
  

Radiofrequency	
  Radiation	
  FAQ's	
  	
  
University	
  of	
  Ottawa,	
  RFcom	
  

'8=6B!3746;?!&=H4:Cm4;C8:	
  
• Database	
  of	
  Worldwide	
  EMF	
  Standards	
  
• WHO	
  -­‐	
  Electromagnetic	
  Fields	
  
• Electromagnetic	
  Fields	
  and	
  Public	
  Health	
  -­‐	
  Base	
  Stations	
  and	
  Wireless	
  Networks	
  

(Fact	
  Sheet	
  N°304)	
  	
  
World	
  Health	
  Organization	
  (May	
  2006)	
  

• Electromagnetic	
  Fields	
  and	
  Public	
  Health	
  -­‐	
  Electromagnetic	
  Hypersensitivity	
  (Fact	
  
Sheet	
  N°296)	
  	
  
World	
  Health	
  Organization	
  (December	
  2005)	
  

• Electromagnetic	
  Fields	
  and	
  Public	
  Health	
  -­‐	
  Mobile	
  phones	
  (Fact	
  Sheet	
  N°193)	
  
	
  World	
  Health	
  Organization	
  (May	
  2010)	
  

\:<86CAC;7B!.F5>C<<C8:<	
  
Documents	
  Provided	
  by	
  Alexander	
  Blink,	
  Executive	
  Director	
  of	
  the	
  DE-­‐Toxics	
  
Institute,	
  Fairfax	
  CA	
  

o Points	
  and	
  Sources	
  Submitted	
  for	
  Consideration	
  by	
  Alexander	
  Blink	
  2	
  
o Points	
  and	
  Sources	
  Submitted	
  for	
  Consideration	
  by	
  Alexander	
  Blink	
  1	
  
o Public	
  Health	
  Implications	
  of	
  Wireless	
  Technologies,	
  Cindy	
  Sage	
  
o Memory	
  and	
  Behavior,	
  By	
  Henry	
  Lai,	
  Bioelectromagnetics	
  Research	
  

Laboratory,	
  University	
  of	
  Washington	
  
Sage	
  Consulting	
  

o Assessment	
  of	
  Radiofrequency	
  Microwave	
  Radiation	
  Emissions	
  from	
  
Smart	
  Meters	
  
Sage	
  Associates	
  (January	
  2011)	
  

o Cindy	
  Sage	
  Letter	
  to	
  Julius	
  Knapp	
  (FCC)	
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