TRAINING TOMORROW'S
CYBERSECURITY WORKFORCE

SUMMARY

e The cybersecurity workforce is facing a
shortage of trained professionals as we
become more computer-reliant, data-driven,
and network-based society.

Cybersecurity Workforce has
Reached Critical Demand

The demand for cybersecurity workers is
exceeding the supply and is intensifying as a
result of increased numbers of cyberattacks.
The COVID-19 pandemic severely impacted
the global cyber threat landscape due to the
large and sudden shift to teleworking. This
shift resulted in large security vulnerabilities
which leave organizations, institutions, and
companies susceptible to increased security
exposures. Additionally, increased reliance
on networks, cloud-based, data-driven work
requires protection.

The Need for Cybersecurity in a
Technology-Driven World

In @ modern and data-driven society with
increased cybersecurity risks, a skilled and
qualified cybersecurity workforce is needed to
fill in the various jobs in the sector. Coordinat-
ed efforts in education, training, and work-
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. Academic, educational, and workforce
systems are working together to implement
novel training to meet the ever-increasing
demand for cybersecurity professionals.

force development are needed to support
the development of cybersecurity specialists
and professionals to meet the ever-increasing
demand of the cybersecurity workforce.

Alongside a trained cybersecurity workforce,
cyber hygiene is important to implement to
create an aware and informed user base. De-
spite known risks, threats, and vulnerabilities,
there exists a dangerous shortage of cyberse-
curity professionals in the workforce. Califor-
nia alone has reached a critical point with over
72,000 vacancies and job growth projections
predicted to be 28% through 2026. Currently,
the demand for cybersecurity professionals far
exceeds the supply of a qualified workforce.

Preparing for the Workforce
Through Collaborations

New ways to increase the preparedness of
students to pursue careers in cybersecurity
are needed to address the growing concern
on how to keep up with the pace of tech and
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related challenges of protecting com-
puters, data, and networks.

The need to supplement the cybersecu-
rity workforce is being addressed by the
California Cybersecurity Task Force
(CCTF) co-chaired by the California
Governor's Office of Emergency Service
(CalOES) and California Department of
Technology (CDT).

The Workforce Development and
Education Subcommittee of the CCTF
is working to implement the California
Cybersecurity Career Education Pipe-
line Project involving K-12 educational
systems, community colleges, and uni-
versities. The pipeline project develops
the framework through 15 recommen-
dations to implement a plan to prepare
50,000 entry-level professionals in
California between 2020-30.

A Look at the Pipeline
Recommendations:
Non-traditional educational
pathways to strengthen the
workforce

Coordinated efforts and linkages be-
tween different levels of education are
necessary for cybersecurity education
and workforce development. To facili-
tate seamless transitions, educational
and training roadmaps provide a guid-
ed perspective for different workforce
sectors including academia, industry,
and government.
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Training the workforce within

the K-12 education space
(Pipeline Recommendation #2)

K-12 education must have accessible,
standardized, and comprehensive
cybersecurity programs that include
curriculum, courses, extracurricular ac-
tivities, and professional development.
One example recommended by the
pipeline project is creating an indus-
try-recognized standardized certification
program with all levels of cybersecurity
background available online to relieve
local education agencies of financial
burden. Another is to integrate cyber-
security coursework with “A-G" gradua-
tion requirements.

Two- and four-year degree

level programs
(Pipeline Recommendation #3)

Development and implementation of
cybersecurity transfer programs be-
tween community colleges and universi-
ties is crucial for students to seamlessly
transition into the next level of educa-
tion.

California community colleges, Cali-
fornia State Universities, and Univer-
sities of California partner together to
create Associate Transfer Degree (ADT)
programs by standardizing and coordi-
nation program and course design to
facilitate the 2-year to 4-year transition.

Graduate programs: master’s

and doctoral level programs
(Pipeline Recommendation #4)

Cybersecurity training at the Master's
and Doctoral levels is also crucial to
consider in the career preparedness and
workforce pipeline. Entry-level cyber-
security jobs do not require advanced
degrees; however, graduate training

in cybersecurity is crucial to advance
research, teaching, and training in all
cybersecurity fields.

New instructors, educators, and re-
searchers are needed to advance the
dynamic landscape of cybersecurity
knowledge and training. Efforts to retain
women in cybersecurity and historically
underrepresented backgrounds in cy-
bersecurity are especially important to
diversify the training workforce.

Professional certification

and training
(Pipeline Recommendation #5)

Aligning cybersecurity education and
training with workforce development
and professional certification have been
increasing over the years but more is
needed. Aligning human resources job
classification listings with certificate
training objectives is still needed. Plac-
ing graduating students from different
exit points of education into profession-
al cybersecurity entry-level positions is
the ultimate goal.
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